Date: 27.06.2022

Minutes of Board of Studies Meeting

Board of Studies (BoS) meeting of B. Tech.,CSE — Cyber Security programme was conducted on
27.06.2022 in blended mode from 12.00PM to 01.30PM. (Physical meeting : CSE Conference
Hall, Third floor, JC Bose Block, VFSTR and virtual meeting link
hitps:/us02web.zoom.us/i/64004852572pwd=INIEMgLR Uorwbgc Z3T5amA-QP1BYNQ)

Agenda of the BoS Meeting:

1. Discussions and approval of R22 B.Tech. CSE — Cyber Security Program Structure.

2

. Discussion on revision of R22 B.Tech. CSE — Cyber Security course contents.

5]

Any other point with the permission of Chair.

The following members were present either thorough offline or online.

S.No. Name and designation of the Member Position Signature

| Dr. Venkatesulu Dondeti Chair Person Qe
Professor & Head, Department of CSE, @' - VLM/U"MA (bﬁ—f
VFSTR Deemed to be University

2 Prof. R.V.B.Subramanyam External Member A’HQ\AA-&(:
Professor (Academic) \t
Department of CSE, NIT Warangal g\

3  Prof. C.R.Rao External Member : A,\_\_@\_\Q5
Professor SCIS, (Academic) = Nk
University of Hyderabad P\t

4  Dr.B.Venkata Ramana - External Member e 2dek
Assoc. Professor & HoD (Academic) A\
Department of CSE, IIT Tirupathi ®

5  Dr. Nagesh Bhattu Sristy External Member z WL
Asst. Professor (Academic) @Q\l\"’"
Department of CSE, NIT AP _

6 Dr. Nirupama Bhat Internal Member _—

Professor, Department of CSE, L

VFSTR Deemed to be University

7 Dr. SV Phanit Kumar Internal Member S‘*Z - ]&

Assoc. Professor, Department of CSE,
VESTR Deemed to be University



8  Dr. Mainak Biswas Internal Member
Assoc. Professor, Department of CSE,
VFSTR Deemed to be University

9  Dr. U. Srilakshmi : Internal Member - St
Asst. Professor, Department of CSE, U‘%\W
VI'STR Deemed to be University A

[0 Mrs. B. Jyostna Devi Internal Member &;\35)_,\_%—\
Asst. Professor, Department of CSE, _
VFSTR Deemed to be University

11 Dr. D. Radha Rani Invited Member .
- Asst. Professor, Department of CSE, (Nominee — Dean Z)L.z/
VFSTR Deemed to be University - R&D)
12 Mr. V Ramakrishna Sajja Secretary (Ex-officio) @y Qo@fL’

Asst. Professor, Department of CSE,
VFSTR Deemed to be University

The following members have taken leave of absence:

S.No.  Name and designation of the Member Position
I Dr.V.Radha External Member
Assoc. Professor (Academic)
IDRBT, Hyderabad
2 Dr.M.Dinesh External Member
Research Scientist (Industry)

Philips, Bangalore

Chairperson Dr. Venkatesulu Dondeti, Professor and Head, department of CSE, VFSTR opened
the meeting by welcoming and introducing the external members, invitees to the internal
members. Chairperson presented about the NEP 2020 Compliant Regulation - R22 which
emphasis oncreating [learning centric (continuous learning andcontinuous assessment
model),offering B.Tech., B.Tech. with Honours/ Research Honours/ Minor/ Add-on
Diploma,Dual degree (B.Tech. + M.Tech./MBA, or M.Tech. + Ph.D.}, providingmultiple entry
and multiple exits.

The following points were discussed in the BoS meeting:

Regulation R22.

Curriculum structure with credits, credits distribution.
2 Modules instead of 5 units.

Assessment methods (Formative & Summative).
Grading Schemes.

e

n

6. Electives and streams/pools.
7. Minor / Honor courses.



The following resolutions made after the discussion:

| Dr.D.Radha Rani has initiated the presentation on R22 CSE —Cyber Security Curriculum.
All the BoS members have approved the curriculum.

2. Prof. C. R. Rao has suggested to float the course related to how to secure the systems

from intruders and how to encrypt the technical documents etc.

Committee accepted the comment, and it has been considered.

Prof. R.V.Subramanyam has suggested to float the one core course related privacy and its

issues.

L3

Committee accepted the comment, and it has been included in cryptography and network
security.

4. BoS Members approved the revised regulations, curriculum structure, syllabus of

B.Tech., CSE — Cyber Security programmes and it follows based on the NEP 2020.

Curriculum structure is provided in Appendix-I.

Major restructuring has taken place in the curriculum which is oriented towards

continuous learning and assessment based on Module structure.

6. Major reformation has taken place in the curriculum by offering Honours/Specialization
degree or Minor degree thorough 20 more credits with additional courses.

7. The curriculum is encompassing the courses that enable employability or
entrepreneurship or skill development, provided in Appendix- 11,

8. The significant changes are made in the content of all courses and hence the courses are
considered as new courses provided in Appendix- II1.

Ln

9. Total average percentage of syllabus revised was 429, compared to previous curriculum

Based on the suggestions given by the members, the Chairperson of BoS told that, those
fruitful suggestions would be incorporated appropriately in the curriculum and syllabi of the
regulation R22 and this will be recommended to the Academic Council of VFSTR for the
approval.

There being no further points for discussion, the Chairpersonthanks all the external,
internal, invited members and announced that the meeting was adjourned.
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APPENDIX I

B.Tech CSE — Cyber Security Programme : Curriculum Structure
[ Year [ Semester

I\S«l1 Course Title P | C | Course Category
|_Sen | ral
| L1nea1: Algebra and Ordinary Differential 0 Siie B
Equations I _
2 | Semiconductor Physics and Electromagnetics | 2 Basic Sciences
. | Basics of Electrical and Electronics e . ;
G : 2 Basic Engineering
Engineering .
4 | IT Workshop and Tools 4 | 3 | Basic Engineering
5 | Programming in C 4 | 4 | Basic Engineering
6 I:ngllsh Proficiency and Communication 5 Hinsaniis
Skills
7 | Physical Fitness, Sports and Games — I 3 Binary grade
8 | Constitution of India Binary grade
Total n
- = - ==t
Total }
I Year I Semester
| -
| ;hl) Course Title Course Category
[ INO. 5 e
: I | Algebra 3 Basic Sciences |
| 9 MdlI'IEflTlatibal Foundation for Cyber 5 0l 3 Badte siletask
|~ | Security
3 | Engineering Graphics 2 2 | 3 | Basic Engineering
4 | Basic CodingCompetency 0 3 | 2 | Basic Engineering
5 | Technical English Communication & g |3 Humanities |
6 | Python Programming 2 2 |3 Professional core ‘
7| Physical Fitness, Sports and Games — 1 0 3 Binary grade i
- o . SR
8 | Orientation Session 0 3 Binary grade |
lotal 1 E
Total |




Il Year I Semester

I::) Course Title L | gRaE i: C | Course Category
_] Probabil.ity and Sta;;istics 3 |0 '2 | 4 Basic—S_cicnces
__i Data Structures : 2 12| 2|4 Basic Engineerin;

3 | Management Science Z 206 | 3 Humanities
- _4 : Da;abase Management Systems 2 2_ 2 |4 Prorféssional core
5 JOR;/:;I—Ol iented Programming through 3 ol &l m | Do s l.
N 6 Digital Logic ;md Computer Organization 2 0 I —3—_ Professional co.r_c—
7 EI;;ironmental Studi;s : l r 011 Basic Sciences
; 8_ Life Skills —[ ) 0102 ] ‘I‘ Binary_g_r-:—lgit_z :
? ?Airigzr?gsj Sscﬁgl Ecﬁ};;t; gi?ﬁicalion [0 |ojo | Sy R
Total BT TR
| o Total ;i 35 s
Il Year II Semester -
| 13(1] | Course Title L |T| P | C| CourseCategory

T | Advanced CodingCompetency 0 10| 2 | I | BasicEngineering
_2_ Professional Communicali(;:m G|y 2|1 i Humanities
_I._Z;___.Eoﬁn;pnuterNetworks R A0l 24 | Professional core
L4 T_E)Fed;i'g:;’n"c%d Analysis of Algorithms “gea 212 2|4 Professional core
1 5 | Operating Systen'ls 2 | 0] 2 g P:‘(_)f_'c;;:i(mal corcﬂ K
6 ] _C_yb; gécurity and Cyber Laws k 1lalala Professional core |

7 | Life Skills — 11 "0 10! 2 1| Binary grade
| 8 | Open Eléc_i:ivc —t N 3 . _P, i _()' | _%_.L- _(?pen E_!c_ctive

Total 12 | 4 | 12 | 20
9 | Minor / Honors — | . islulz « ]
!i Total e 33 ’24




I Year I Semester

i. ,EL Course Title L |T|P E C | Course Category
i_ - 1 S(ii{' Skills Laboratoryq ._ _ . g0l 2 i 1 I—IL;manitIes !
| 2 | Formal Languages and Automata Theory 2 1210 | 3| Professional core !
3 | Web Technologies 2 10| 4 | 4 | Professional core |
4 _Cryptography and Net\-i\fork Security 310( 2| 4 | Professional core
5 | Inter-Disciplinary Proje(;t — Phase | 010|210 Project )
6 | Industry Interface Course Lt eEd B'inary Grades
7 | Department Elcctive — 1 3181214 D;?gi?:{zm
8 | Oinen Blediive 2 5/0(0]3| OpenElective |
; szjflgn?oﬁlij’fsq;tl(éi E:S};S:;‘ gi?lication ARIEAN ety Brads
o M Total _ B -'
',F_ l(j- Minor / Hon—0|‘3 -2 -_ _ 310|214 i
o Total _ 7|2 [14]2s]
i 'H Total 33 25 - —
IX Year II Semester
IE:) Course Title L |T| P | C| CourseCategory
| Sgigotinti:;ve Aptitude and Logical 11210 ‘ 5 Phumanities
2 | Blockehain Technology 2 | 0_ __2 3 | Professional core
Ik Digital Forensics 2 {0 2| 3 | Professional core
4 _', (;051;501 Design ) _3_ | 2100 _ I | Professional EUI‘E)_ |
¥ lntcr-Disciplinﬂary Project — Phase I plolsls Project '
6 | Department Elective — 2 2 a2l 4 DeEj?siiznt
7 | Open Electiv; -3 2181 8] 3 Open Elective =
© Total : 14]4]|8 |21 |
|8 | Minor/Honors—3 3 0] 2]4
Total 17 | 4 |10 | 25
T Total 31 |25 ]




IV Year 1 Semester

| gf) Course Title L |T| P | C| Course Category
| Intel_*t;(;; (;‘rt:l“hings B 310124 Profesgi;;l;] core
2 | Web and Datab;;c Security L s S B Profession;ﬂ core
i _’% Cloud Computing o 3 10|21 4 | Professional core _:
| 4 | Depeetmens Elective—3 4100404 Tede
% | Pemmimen Blefived 31024, DE?:&'&?“
1 Total 1510|1020
| 6 | Minor / Honors — 4 - 3|02 |4 R
Total 1810 |12 | 24
Total i 30 24
IV Year II Semester |
3; |: Course Title P 1 Y 0 | C | Course Category
| 1 | Internship / I’rojec_l-‘\?;“’“(;li{ R _;3 2 R | 12 Project
I Total 02|22 !: 12
.__2 Minor / Honors — 5 (for project) 02164
B “_i'otal 0 _4 ‘ 28 | 16
O T | xm |16




Department Electives

SI: No. Course Title LT »lel
1 Big Data Analytics 3002 4|
2 Intrusion Detection and Prevention System 30021 4]
3 Secure Coding and Software Security | 31012 %
4 Tools and Techniques for Ethical Hacking | 3 | 0|2 |4
S Wireless Networks T2 |
E__ 6 Machil_le Learning e ) 3|02 i
] 72 Mobile Application Development 2,04 )41
i 3 Introduction to Software Engineering 31012 : 4
Minors
Cyber Security Stream
SL.No - Course Title it g L G G
1 Introduction to Block chain Technology 210141 4
2 Introduction to Digital Forensics 2|04 ]4
n, = e
3 [Fundamentals of Security 312101 4
4 | Fundamentals of Cryptography R EE R | 4
5 Tools and T‘echniqucs for Ethical 'Hacking I3 0214 _.
|
|6 | Network Security T 1T3lo]2]4]
7 Capstoﬁemf;roject 513 | 6| 4
S1. No. Course Title Lo e ¢
I Mobile and Wireless Security 3101214
2 Advanced Cryptography 3(0(2)4
et e o SRR S st N i el
3 Malware Analysis 13/0(2]|4
1 4 Security Audit and Risk Asscssment 30|z 4l
5 | Biometrics 31012,4
n 6 Capstone Project 0| 216! 4

| | |
_hairperson



APPENDIX II
List of Courses that Enables Employability or Entrepreneurship or Skill Development
. Employability /
8. No. | Year and Semester Course Title Entreprencurship /
IL 7 g Skill development
: s [ Year I Semester | Linear Algebra & Ordinary Differential Equations Skill development
2. | Year l-Semestcr Semiconductor Physics & Electrom;gnetics Skill development |
i i 3. I Year_[ Semester | Basic 0;‘ Electrical & E]ecl-ronics Engineering Skill development 1
Lé&. [Year] Semestar IT Workshop & Tools ‘ _ Emp!o;abilii'y i
ﬁ___ I | Year I Semester ;’mgrammiﬂg in C ) K Ernp]c:yniuililv\- :
6. i U hat L s i English Proﬂcien;:y and Cmmm.i.n-i;ation Skills B _Sl_cill deve]opnmn;_ [
7 | TYear] SRV Physical Fitness, Sports & Games — | - Skill development
8. [ Year I Semester Constitution of India Skill development
9. [ Year I Semester | Algebra Skill dcvelopl‘nent'__
) [0. Eyear Il Semester Mathematical Foundation for Cyber Security i Skill dev;]opment
I I ¥sarl Semester Engineering Graphics Skill development
—I;.— AP Banei) Basic E?oding Competency Skill development -
13, L¥ear 1L Semester Technical English Communication _E Entrepreneurship -
14. [ Year [T Semester Python Programming - o Employability
53, | TearTl Semester Physical Fi_ln_css,éga-& Games — 1 _ [ SKill dex-‘cmp]‘;mm
_I(). [Year Il Semester Orientation SL:SS.iOH i ‘ Skill developmcn; -
T 1% Il Year [ Semester | Probability and Statistics Skill development
8. I Year | Semester Tl B Skill development
1;‘_ Il Year | Semester Niirmunrimnt e Skill development
20. R Object-Oriented Programming thr;;gh JAVA Entrepreneurship i
21, [l Year [ Semester D;;abase Management Systen1s Skill development
22, [ Year [ Semester Digital I..,ogic-zmd Computer Organizat;}; Skill d;\-*clopment |




23 | I Year T Semester Environmental Studies Skill development
i 4, 11 Year I Semester Life Skl 1 Skill development
i 25 i RIS Advanced (fodinéCompet.cngy Skill development

26.1 ST loatitice Professional Comnumicaii-on : Skill development B
:' o Il Year Il Semester | T — i Skill c‘le\-'olﬁ'{prm:m
:l s 11 Year Il Semester Opera{i_ng Systani i i Skill dcx-éliﬁmenl T
i 20. Il Year IT Semester Cyber Se;urity and é?ybcr Laws _ Employability e
— 30. (e LT Deimestor [;csign and Analysis of Algorithms Employability
3y | UVearTlSemester [ oo T Skill developmisnt

32. UL seu L Semut Soft Skills Laboratory Skill development

33, UL Year 1 Bemesicr Cryptography and Network Security Employability N

34. LRk Yen £ B emmicstes F_ormal Languages and Automata Theory h Employability _}
B £ I Year I Semester Web Technologies “ : | Ern]')l;yab[]il_v : '1'

36. Il Year [ Semester Industry interface coursé (Modular course) Employability ;

37. 1R sy | Bomestir Inter-disciplinary Project —_Phasc 1 : Skill development |
o = - = | :

38. ML Ve 1| Samestar Quantitative Aptitude & Logical Reasoning l Skill development

_59-‘ 111 Year 1l Semester Digital Forcnsicé B En’lp]oyabﬁity
_:lO. 111 Year Il Scmester F;ockc-hain Tedhnslony = Employability

41 I Year Il Semester Compiler teston a3 Employability
_l2 I Year T Semester Inter-disciplinary Project — Phase [1 Employability

ey IV Year | Semester Intermetof Things | E|11p|oyatui]it)«"

44 IV Year | Semester Cloud Computi_ng ) ; Employability N

45 IV Year | Semester Weband Database Secatity i Employability E

46. IV Year Il Semester Internship / Pm‘jeCI Work _ N I Employability —I

47 Dept.Clective __ Ncr;vorlcs e . I| - Employability o
i 48,_ Degiikisatve “ Introduction ;0 Software Engineering ; Employabi]it? -
]i— 49, DeptRlestve Machine Learning b Repogapliy

50. F)ept.EIecti\-*c Secure Coding and Software Security S ayailEy




Dept.Elective

51. Big Data Analytics Baplagabiig

52 bRt Elcetive MobiI;‘Applicaﬁon Development Beplogehility

53. RepLiictye - Tools and Techniques for Ethical Hacking Eamplayabilivy o _:
—3: | Deptleciive Intrusion Detection Qnd Prevention System B Employability

85 Rson Mobile and Wireless Security N Employability

56. F Advanced Cryptogr;;;; = E_mployability

&5 Honors —M'a"lware Analysis Employability

58. TR Security Audit and Risk Assessment Eetiploysility

59, Honors T W Employability

]




APPENDIX III

List of New Courses in the R22 Curriculum

8. No. | Year and Semester C‘burse Title

1. FXoR LOommr | ypaviiaion & Tonls
B 2_ [ Year I Semester Progm-mming in C 3 B

3 I'Year [T Semester Mathematical Foundation for Cyber Sccurity
B 4. | Year 11 Semester ! Py—t!:on Programming

8, II Year T Semester Data Structures L

6. Il Year I Semester 1\-1a1'13gen-1ent Science =

7 U7¥ear] Semester Object-Oriented Programming through JAVA

8. IL¥ent [ Bemestar Database Managclrlent Systems
. BR i o | Samete Digital Logic and Computer Organization
f_;(;” T Year 1T Semester ComEu ter Networks
! 1l 1 1 ¥ ear 1l Rt O.pcmting Systems

12 {1 et Soriagter Cyber Security and Cyber Laws

13. [ ¥k Samaster Design and Analysis of A]go-rit;ms

14. R T Bammet | Cryptography and Network Secugl;'
'__1_5—. | Tl Year T Semester Formal Languages and Autorrlilté_'l‘_}l;):y

16. 111 Year | Semester Web Techn_ofogft‘s -

17 111 Year Il Semester Digital FOI‘;;C"S_T

18. HLYearLl Semester Blockchain Technology




9. 111 Year Il Semester .| Cotiipilér Dsiign
[ 20. IV Year I Semester Internet of Things

21. EY ¥ear | Bemestor Cloud Computing

22. IV Year | Semester Web and Dat‘ahase Security ’

23 _ Diepr Rl _ Wirclc;ss Networks _ 1

24, _ BEprEimive —lntl'oduction ID—SOﬂWal'C Engineering

25, : Dept. Eloctive M_achine l.,earn;ng N ) )
- ;6. Df;ptAElecLive Secure Coding and Software Security

27. i RsprBlactive Big—Data Analytics

28. DisprEinssg Mobile Applicaﬁon Development

29. D Eleaive Tools and Techniques for Ethical Hacking
—;U, | Diept. Bleative Intrusion Detection and Prevention System
: 31,—--- Bl Mobile and Wireless Security |
l:l 32‘. Honers Ad\fance; Cryptography

33. TR Malware Analysis N

34. Honors Security Audit and Risk Assessment

35. ~ Honors Biometrics = .
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