20VL026 - HARDWARE SECURITY

Unit-1: Introduction to Physical Unclonable Functions (PUFs):

Introduction, Trust and Security in a Modern World, Information Security and Cryptology,
Physical Security and Roots of Trust, The PUF Concept, On PUFs and Fingerprints, PUF
Class, PUF Instance, PUF Evaluation, Shorthand Notation, Details of a PUF Experiment,
PUF Response Intra-distance, Inter-distance Statistics.

Unit-2: Classification

Non-electronic, Electronic and Silicon PUFs, Intrinsic and Non-intrinsic PUFs, Weak and
Strong PUFs, Intrinsic PUF Constructions: SRAM PUF, Latch, Flip-Flop, Butterfly,
Buskeeper PUFs, Bistable Ring PUF.

Unit-3: Physically Unclonable Functions: Properties

Introduction, Constructability and Evaluability, Reproducibility, Uniqueness and
Identifiability, Unpredictability, Mathematics and True Unclonability, One-Wayness, Tamper
Evidence, Unpredictability of a Physical Function System.

Unit-4: Implementation and Experimental Analysis of Intrinsic PUFs
Introduction, Test Chip Design, Top-Level Architecture, PUF Block: Arbiter PUF, Power
Domains, Implementation Details, Experimental Uniqueness and Reproducibility Results.

Unit-5: Modeling Attacks and Applications

Modeling Attacks on Arbiter PUFs, Modeling with Machine Learning Techniques, Modeling
Entropy Bound, Assessing Entropy Adversary Models and Basic Entropy Bounds,
Completely Ignorant Adversary, Adversary Knows Global Bias, Adversary Knows Inter-Bit
Dependencies

Text book:
[1]. Physically Unclonable Functions Construction, Properties and Applications: Role Maes,
springer, DOI 10.1007/978-3-642-41395-7
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